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Abstract. In order to complement the previous hash stand&tda-1, SHA-2, NIST
organizes an open competition in search for nev l@gorithm to be named SHA-3.
After thorough cryptanalysis and performance st dMIST finally, in 2012, announces
Keccak as the winner of the competition and subsetly standardized it as SHA-3.
During SHA-3 competition and afterwards, cryptodriapcommunity have witnessed
many new cryptanalytic techniques. We try to un@ed them and provide future
directions on the cryptanalytic strategies of SHAa3h functions.
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1. Introduction
In the era of advanced technology, one has to uidin applications in daily lives where
cryptography plays a crucial role. With the rapiwgth of internet facilities and web
based facilities, the gap between traditional maptace and global electronic market
place has been reduced remarkably. Buying andngellir any form of business
transactions in which parties interact electromjcdirough a computer mediate network
rather than traditional physical exchanges (populdmown as e-commerce) is
increasingly become popular over the world. Alorithve-commerce, on-line banking,
bank cards and credit cards at ATM, mobile commatioas, e-voting etc. have also
emerged to be necessary now-a-days. Informatiomgbein association's or each
individual's most important assets irrespectivetlid computing device being used,
efforts have been made on providing informationusieg data integrity as well as
confidence on data origin. The fundamental crympbic algorithm which deals with
information security notions like data integritytlaentication, password verification,
pseudorandom generator etc. is known as hash éumcti

Cryptographic hash function is easibmputable deterministic mathematical
functions which can take arbitrary long input amdduce a fixed length output. The first
break through in cryptanalytic point of view camenfi Chabaud and Joux in 1998 when
they showed the way to get full collision on SHA@hwvquery complexity26! in (1).
Over a short period of time Wang et al. publishedumber of collisions on MD4, MD5
(2), SHAO (3) with complexity23® and SHA1 (4). This great work inspired the
cryptanalytic community to improve, extend and gpiplto other hash functions. The
best reported result till date on collision of f@HA1 is 2°° given in (4) and practical
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collision for 73 steps in (5). With the advent ofwn cryptanalytic strategies like

(6),(7),(8),(9),(10) MD construction strategy getsserious security threat including
SHAO, SHA1L. Particularly even if SHA2 remains secas there is no attack which
breaks full SHA2 in practical complexity, similareglgn strategy makes it less
confidence as far as security is concerned. So tiage come to make another hash
standard to augment SHAZ2.

In 2007, NIST published a notice (11) for orgamizan open competition similar
to AES this time on hash function to develop a mtandard to be named SHA-3. The
submission gets a massive 64 hash algorithms cofmangall over the world and a large
variety of new design strategies have been emerged.

An enormous amount of feedback coming from allrdlie world was discussed
in public forum. The security proofs, implementaticesults and cryptanalytic results
also have been published. In December 2010, NIS@lads 5 finalists of the
competition, one from these 5 will be awarded a®\S+by 2012. The 5 finalists are
BLAKE, JH, KECCAK, GROSTL, and SKEIN. In this timéIST allowed the designers
to tweak small changes in their algorithms remeinigethe cryptanalytic results. It has
to be remembered that no hash functions amongiriaéists have been broken or is in
serious security threat till date. At last in Oaol2012, NIST finally announced Keccak
as the winner of the competition realizing its pemfance besides solid security it
provides.

After the selection of the winner of the competitioon May 2014 NIST
published a draft FIPS PUB 202 \SHA-3 Standard:nf&tion-Based Hash and
Extendable-Output Functions”. In this draft theydn&ncapsulated SHA-3 family which
contains four hash functions SHA3-224, SHA3-256AS8+384, SHA3-512 together with
two Extandable Output Functions (XOFs) called SHARE, SHAKE256. They also
have categorically mentioned that XOFs' particalgplications will be published later.

In this paper, we state the attacks mounted on #eao far and provide
directions for future work on the extension of d¢eyalytic results on Keccak. Rest of the
paper is organizes as follows. The Keccak hashifumés discussed in brief in Section 2.
The cryptanalytic results known so far are detailedSection 3. Section 4 makes
concluding remark and future directions on cryplgsia of Keccak.

2. Brief note on SHA-3
After the selection of the winner of the competition May 2014 NIST published a draft
FIPS PUB 202 SHA-3 Standard: Permutation-Based Hasth Extendable-Output
Functions". In this draft they have encapsulated-SHamily which contains four hash
functions SHA3-224, SHA3-256, SHA3-384, SHA3-512dther with two Extensible
Output Functions (XOFs) called SHAKE128, SHAKE236ey also have categorically
mentioned that XOFs' particular applications wi#é published later. All the SHA-3
functions are instances of Keccak hash function.

Four versions of Keccak| Keccak-512, Keccak-384;d4k-256, Keccak-224
for target hash length 512, 384, 256, 224 are sitdxinio SHA-3 competition. The size
of the full state for all the versions is set tg 600, capacity c is assigned to 2n and r =
b-c. The b bit state is treated as 3-dimensiomadryi matrix where each bit is represented
by 3-dimensional coordinates a[x][y][z]--x; y rarsgffom O to 4 and z ranges from 0 to
63. For fixed values of y and z coordinates séi bits is called a row and it is denoted
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by a[*][yl[z]. When x and z coordinates are kephstant, a column is formed with the 5
bits i.e. a[x][*][z]. For constant x and y coordira the set of 64 bits a[x][y][*] is called a
lane. A slice a[*][*][z] is formed with 25 bits whmez coordinate is kept fixed. So there
are 320 rows, 320 columns, 25 lanes and 64 slicesstate. Sponge function is used as
the domain extension operation of Keccak hash foincSponge function introduced by
Bertoni et al. (12) received immediate attentiothia research community for its simple,
regular, non-compressive intermediate mode. Faramderstanding, here we briefly
sketch the sponge function. It uses a fixed infetrensformation to be iterated to
produce hash value. The internal state is divided two parts: c-bit capacity and r-bit
rate. Initially the state is fed with some fixedua A suitable padding rule is applied so
that the length of the padded message becomestiplsof r and with the sole constraint
that the last message block be never all zers.thién partitioned into r-bit blocks. These
blocks go into the state sequentially by XORinghvitie rate part. Then a fixed internal
transformation (h) is executed over b = (¢ + r) $ihte. This process is known as
absorbing phase. Whenever all the message blocks bhaen absorbed, it starts
producing output which is referred as squeezingg@ha
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Figure 1. Sponge function

Padding is an important step in the preprocessitage® and must be properly dealt with
to avoid attacks like the length-extension. Thesags to be hashed is first padded and
then split into blocks each of length r bits. lality the state (b bits) is filled with 00s.
Message blocks are XORed with the bitrate parhefdtate interleaved with application
of a fixed permutation Keccak-f. When all messalgeks are absorbed, first r bit of the
state is returned and the permutation f is applied.

Keccak internal permutation consists of 24 rouadd each round consists of 5
operation®, p, T, X, | and the default ordering of the operations arshasvn below

LoxoTopod )

1. The operation® is linear and it produces diffusion. The parity twvo neighboring
columns of each bit is added with it. Additions pegformed over GF(2).
4‘ ’ 4' ’
0: a[x,y,z] = a[x,y,z] + zy,=0a[x— 1,y,z] + Zy,=0a[x+ 1,y,z— 1] .

2. The operatiom translates each lane by some predetermined V&g calledp-
offset
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p:alx,y, z] = a[x,y, T(x, y)]
3. Another linear operatiortis a permutation on slice which is defined asofo#t
Tt alx, y, z] = a[x, vy, z]

X, _10 17.x"
EIF
4. The operatiory is the non-linear operation and it operates orh e#c320 rows
independently and parallel. The operation is defia® follows
X:a[xy,z]l =alx,y,z] + ((—=al[x+1,y,z]) ra[x + 2,y, z]).
If a single bit is changed in the input at mosit& hre changed at the output and hence it
produces slow diffusion.
5. Here 64 bit pre-determined round constant is add#dthe first lane of the state.

3. Cryptanalysis of reduced round K eccak

The first ever published cryptanalytic result onckak is reported in (13). Two known
methods-triangulation algorithm, cube tester haaenbused separately to distinguish the
Keccak internal permutation. Triangulation algaritthas been used to sort out free
variables when some specific input bits as webwtput bits are kept fixed. The presence
of such free variables in constrained- input-caistroutput environment is utilized to
exhibit the non-randomness of the Keccak interrahytation. Another distinguisher
has been developed in (13) based on cube testehweploits low algebraic degree of
the round function. Practical preimage attack heenbreported in (14) with the help of
cube attack. In (15), a new kind of distinguishsitategy called zero-sum distinguisher
has been introduced and applied to Keccak intepshutation. It tries to build
structures which sum to zero as well as their imadso sums to zero. Starting from the
middle, the idea is to apply higher order derivatto exploit low algebraic degree of
round function and its inverse. Distinguisher up1® rounds of Keccak-f has been
reported here. In the work (16) the authors extardasic zero-sum structure and mount
distinguisher which can penetrate up to 18 roufitte improvement arises by making
tighter bound on algebraic degree and exploitingpacial property of x operation.
Suppose the degree of the forward round is d. @atssubspace V of dimension d by

fixing (320 — Z%J ) rows to arbitrary value. Singeacts row wise, for every constant a,

there exists b for which following holgéa + V) = b + V. The authors call this property
as multi set property. The authors in (17) extdmrtprevious work to obtain multi set
property for two consecutive rounds. When appledKéccak permutation, it has been
shown the attack can penetrate up to 20 rounds.

Preimage attack up to 3 rounds of Keccak hashtiftmbave been found in (18)
experimentally with the help of SAT-solver. In tverk (19), the authors analyze iterated
permutation with regard to its algebraic degreehds been noticed that the algebraic
degree, for larger number of rounds, does not asgexponentially to number of rounds.
This novel observation leads to construct zero-stiocture for full 24 rounds. While the
previous work requires a heavy complexity of at®}if°, here the work (20) intends to
reduce the work load by exploiting a property ;of. It has been shown that the
algebraic degree of the product of two output coaigs ofy ! does not increase
optimally. By lowering the inverse permutation degsignificantly, it becomes possible
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to construct zero-sum structure for full Keccaki’® calls to the permutation. In (21),
a second preimage attack is mounted which reqlarge memory and hence becomes
inefficient.

New strategies have been developed in (22) to earidbw weight differential
path. Based on this path, distinguisher on KecehHunction reduced to 4 rounds has
been devised. Preimage and collision have beerdftar® rounds of Keccak while near
collision attack has been devised for 3 round.hea work (23), exploiting algebraic
properties, authors developed a novel algorithmathfrarget Difference Algorithm.

Referenc Type Exploiting Round: Versior Complexity
Property
(21) Seconc Polynomial 6/7/¢ 512 2506 /2507
Preimage | enumeration /25114
(22) Seconc Differential 2 25€ 233
Preimage | path
(18) Preimag SAT solve 3 512 2506
(24) Preimage Rotaional 4 512 2506
(22) Collision Differential 2 233
path
(25) Collision Internal 3 384 Practica
differential
(23) Collision Algebraic anc| 4 224/2%6 Practica
differential
(25) Collision Internal 5 224/25t 2115
differential
(23) Near Algebraic anc| 5 224/25t Practica
collision differential
(22) Near Differential 3 225
collision path
(26) Key Cube attack? | 5/6/7 512¢ 2128
recovery
(26) Forgen Cube attack? | 7 512¢ 2128
(26) Forgen Cube attack” | 8 512¢ 2256

% = 1024, c =576
Keyed Keccak
Table 1: Summary of core attacks on SHA-3

The algorithm takes arbitrary state differencengaii and produces messages satisfying
initial constraint together with given target dif@ce after one round. Though the
algorithm is heuristic, it has been claimed thatsmof the time it exhibits desired
solution. Utilizing this algorithm in the conjuneti of differential path, practical
collisions have been found for Keccak-224, Keccag-&duced to 4 rounds. In [24] new
techniques developed to construct differential patktend up to 5 rounds of Keccak
permutation. The strategy of rebound attack has lzmlied with the aid of newly
constructed path. As a result several distingugshittacks on round reduced internal
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permutation have been reported. The attack is @mbldistinguish Keccak permutation
reduced to 8 rounds in query complexf'+’. Rotational cryptanalysis technique is
applied to cryptanalyze Keccak hash function in].[25 statistical distinguisher on 5
round Keccak-f is reported which work with queryrquexity 2. Later a preimage attack
on 4 round Keccak with complexity 2 is devised.[26], internal difference, a new
concept of difference is introduced. While claskiddference considers difference
between a pair states, internal difference considéference between 2 or more parts of
a state. Subspace cryptanalysis in the contexitefrial differential path yields collision
on Keccak hash function reduced up to 5 rounds]2[f], the authors study the
propagation of difference and looks for biased outffits. A distinguisher for Keccak
hash function reduced to 6 rounds is reported whightk with complexity 252.
Boomerang technique is used to devise distinguisheKeccak internal permutation.
Unlike classical boomerang attack, here in [28])ges internal differential path along
with classical differential path. When applied ted€ak internal permutation reduced to
7, 8 rounds, it becomes possible with complexit; 2118 respectively. It is important to
note that for 8 round distinguisher, the attacktstiom round 4 and attacking strategy
become inefficient for the permutation startingnfiroound 1. Recently Dinur et al. [29]
applies cube attack on keyed mode of round redkieesak sponge function. The attack
successfully recovers key in practical complexdyKieccak reduced to 6 rounds when
working in MAC mode as well as in stream cipher modll the cryptanalytic results
published till date can be summarizedrable 1 andTable 2.

Referenc Exploiting propert Round: | Versior complexity
(20) Zero sun 24 Permutatio 21579
(22) Differential path Permutatio 236
(22) Differential patl Hash functio 224
(27) Differential patl 6 Hash functior 252
(24) Rotational symmet 4 Permutatio 286
(28) Differential patl 4 Permutatio 22
(29) Self symmetr 4 Permutatio Single quer
a7 Zero sun 7 Permutatio 220
(30) Internal differentia| 7 Permutatior 213
Boomerang
(30) Internal differential | 7% Permutatio 210
Boomerang
a7 Zero sun 8 permutatiol 230

“starts from round 3

Table 2: Distinguishing attack on Keccak
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One of the most notable work invalidating coreusiég properties of reduced
round version Keccak hash function is reported26].[] The work successfully finds
collision for Keccak-512 reduced to 3 rounds anllistons up to 5 rounds for Keccak
224/256. The attack methodology relies on subsgitanalysis through which a larger
set of inputs are forced to map on a smaller saiutputs with high probability. The
methodology is popularly known as squeeze attadist construct internal differential
characteristic and then link the characteristicthte initial state of the Keccak hash
function by the application of an efficient messagedification technique TIDA. The
method is analogous to Target Difference AlgoritiRidbA developed in [23]) which
operates on classical difference rather than intatifference environment. The internal
difference of initial state of characteristic isokin as target difference and the challenge
of TIDA is to obtain many single block messageschhionform to the target difference
after one Keccak permutation. However, as clegobciied in [23], the method is not
deterministic and is not applicable to find cobiisifor the largest variant of Keccak hash
function [26].

4. Conclusion and futurewor k

In this paper we have reviewed the cryptanalytisults on Keccak reported so far.
Despite best efforts, Keccak has shown great dtieagainst all classical and state-of-
the-art cryptanalytic techniques. The most effectechnique as far as number of
attacking rounds are concerned, is prove to be-semo distinguishing technique which
exploits the low algebraic degree of the round fiamcof Keccak permutation. However
it is not known how to mount actual attack agaistcak hash function utilizing the
property of internal permutation. On the other hahd attack which invalidates the core
security up to 5 rounds of Keccak hash functioexiscuted by squeeze attack as reported
in [26]. The inapplicability of message modificatitechnique TIDA limits the attack to
go beyond 3 rounds for the largest variant of Kkcbhéoreover, TIDA is heuristic and its
success cannot be proved formally. An interestingré work is to construct an efficient,
deterministic message modification technique thk iimernal differential characteristic is
required to attack largest variant of Keccak fogéa number of rounds.
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